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Testing mMdMmlsj dgBIE@Is HO Isj Mlso Ol ddzlsj cteOyYydwis
tcOBBISOIO dz2O0 ftesHEZSC ydsdzdzOlsO ftcj H O.
vtse O J mMtej HO O, Cvwists J f 2B dzd

Production d ¢ &zsOlsOydw d dJdzlsj cteOydw i fp M
EmMdzzc d .

LYOMisded Ci Is By J HO ftojHdztsyd dLCEWOYHOdz Ists dzO
MydudWdsdisjy dzO ftoj Hdztsy j detslsts g jdzdJ .
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]l Mdizzy0o?2, vyj o ternk YOfmls tls Csdiftsdsj dalsdlsj , dzzy dzd
5j B5cOl HO Bl HOL ddd o GlHjdds ~tOddddhj M f
kw5o stewBoO® HO BI Hj (] Hsigdos sdgf s@akidsls o BOCOmag
ZOtkh Op O St dsiof didMls | OIs O

10 oMjSd jHdd ©OLLOBSo Odz S 5daj dzls RL G dzded Is J
qLdMC o Odzd” L O COWOdsdteOdzj dz@ SOy Mokt dO (L ¢
ftosHEZCIs:

A HsC Iz d3j dzls faOMdEinls j &3O s @ L nsHdedY S BSH, d3d dzd a3z d
ftotsyj H ko] W/ Cde20 iy ;

A fsCteqte®j B dzd sz ds 50% ls dLosHddY CH ) Wik

vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.002000~C0 1 s 21.03.&0tslq7L Gee O HiOElg J SO dzOy d s dzO dzdzOIs© L H e O 9 dzO
(1LY RgOf 1 d JlsoOof 2d fp B daj WLdHlmQjadzlsisﬂcﬂLdz)dGﬁﬂsjleﬁﬂnlsaltﬂdSS}sjﬁdkﬂls
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A dL f tsdzL 9z@dajinuous integrationf 6t OC Isd ¢ d ;

A du { tsdzL 8z@ldpendency management.
LYOMmlsdzd i Is IstewBoa® HO BYdhJi HJISO2ddts ftSHARtSHO M

1o oMmjSd jjdplszind® k] kakOtsiso@ §sHeslsew L O ddafyls
(deployment) ] dzj SBRBSHddBE HO fwdm flse Ols fMmdjHddls] tj§

A HOIs® YyOf dz® bui |l d;
AdfbBijHO &0 buil d:

A fslstej B dgfls jodz toh d dz/ ) Ul ldedstayd di O ;

A dijdsd¥W dU@istietg o dL dwIisO s CsHBoBls 1 teOdzd dz
fMej e Cwikts fj -dLoi teho® buil d
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7.26.1.0e t ho ™ e™ e "t o * h * e t o o t ™ ot

Audils QY@ o0 HO fSHHI Y O ZO f tod dzisy dzts  dzq o
"Thrott!li Mg tdsO jH@Me d i hd Cdzdj delsfS d

Mistc Odad y d Isfji H telzy jOsdzd j sOCO d fts tsilsdetsh j dzd |

f tod dzts ) dafftstg ¢ te O dzdzd ddzls j oW j 2 Mmd, sBd dgzdhyls 0 j dat

Mz j Bdes EB@QErcHj 6 Web Services) d Mmdzzy j B dz

Audimlsj 38E®B 9 0O H@zvV ofGsL tisdzl d ¢ ztcd tc Odzj sls fi
OHdBddzd MistcOlssted Is § ZO0 dddidilsdls] -mffzizeldH Jjddzda
ol sBh j tjMmMikztemd, SCtdlsts Mj HBMII 90Ol M IsH

Audmlsj dIOts'OB 9O HO GHSHHI 6y O 9 L sy detsfmls L O
tOL dzd yded dzddidlsd L O Cwdelte] beafls @zl (zz0§ ¢
mMdmisd &i3d dz20 HEkzed OHBJdAddmMistcOydd) d IsteWw B9
LO Gj dzgj tod te Odzj &Z0 MmMftwOeaCd d MsOldmisdsd
Emdzz ¢ d .

vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L

1.0020002C0 1 sl 21. 03 . A 0sld7 cae Oy HOEE ] SO &0y d 5 dzO dzdzOls @ L Hts O dzO

(VY1 Rg)Of 1 d jkof 2n f B dzj WdnyaQodglss ff QLdadOrs)jldadn Is ol tedadtsj CdiEO Is
)] WJddOdhso OO fsHSKLjfO 0O [fjtOsdo k0 foscOBO A SBEt
MlstolzS kzteded WisdzHtso | .
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14 4 ftoddtsydis
7.2.6.3x Ah "o 7 m t

Altd odLbOddL Ghswoddeydk j shdmikj &fls] kewss O
odMsCO ftesdLotsHdIlsy dzdzsmils d d3d ded dz3O dzelzts o t6 § «
M Hdzslsts o 16] BBISEY O @ O © IS Js1 fstgj S L dgn ©,
BOSMddkd 1 fjClkdHO fls0aH OB Bz Is s O B&Q] deq j
4 9 Cdztg ys O Btej Y s Blsts otej d3j L OCT Mmdzj dzd J
stOdhf stels &0 §OSjlbd BijyHkE Sddjdso d f ke

A uvtvBoa O HO BIi HOI Mi LHOHjdd IjMmMbseaj L O dzOls

7264 co " e ™" | ¢C¢CtKH

4 SCdzZjH dZOBOdY o Odzj dz0 Mmdzzy jBdzd™ kOW d S, lsto toj d3j
@O i ol tedls] MEifo@HTOP/B] foossSsdk §wod ftojHLt
sBhjfiejdts ¢k gdéj dzhcd dJdlsjtewj2md M o Cd¥ y,
fMdzj Hdzd Isj ol L i3y desMmis(d:

¢ dz& y helder compression;

gL f sdzL 20 dzhbr ot | i Odzetstedlsi &z L © CtsdiBftej MHdw;

o¢ dz¥ YHTER pipelining;

HTTP/ 2 Server push, ftedtstedlsdL qteOh Mt j yd-
HOhd MistcOdzd ydilsjy (CSS, JavaScript WO2dkte]j

A tshjmlse jdets HEfglsicf defflsj iz S d ddzlsj oW j 2 Mmd Istew
YOl OHOfIsdeojdz qLBtte dzZO TLS cipher suites
Otafls j S st dzO € dzd | dZsAFSBEN EDsxB8BE MEOB sis dzd
ydd d ftejdtsmddd ¢k Ndd QP decodzd wded dedf E
ChaCha20/Polyl1305 LO d&tsBddzded EkMmlstets?2 lse O
ftesyjmMtsted) ;

A XEddjdsmSdwls BtoOlzLi to/ CSdzd j dals dzj f SHHI toy C

ftejHodHpdECckallZj R OdzedL | o3 ,Ci RBOHET B @Hist 1dzts i ls

A
A
A
A

vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.002000~C0 1 s 21.03.,§r0t51q7L Gee O HiOElg J SO dzOy d s dzO dzdzOIs© L H e O 9 dzO
(L1 RgoOf 1 d Jlof 2d M BJdz;WLdHuanjadj,lsISﬂGﬁLdEdGﬁ}kJJlsgsfnlsalmﬁdkﬂls
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stewB9 O HO By djmds HO M tjitdidekztecdtcC

Ot BwOkRLI tedlsj/ Cdzdjdzesdlsy, dzj ff SHGS jiey O g
dzi dz ftetsyd dzls.
7265 o " c m * e e ” "o X a e t
Alid ©O0kdLOydWE0 O jdzj S tesdzdzs f sHY
Jdzj Clstesdzj dz fsHYf M IstewBo O© HO® AN, § 54 tfaf fipa & C
ZO BOLOIO dzO tBtOL O/ Mi HI tey Oded §j Ists, O daj
Ml Hi oy Odad § .

A [ d dzd 5O dzdzts dydeflsz fidsddc stedlsi &8 LO RjhdwOdsj, §E&
JLYitd 00 ftod jdjSlstetsds®t 64 sd§ fidza@ilsj, SHA
i YsHfdmeoO® kje Ml HI e Odedy (ROfteddBjite HMES
&) SBOSHdBS HO M) tjOddLde0 {§slssyds ojbh
L O]y HOdjsdsE® Mi Hi ey Oddj o ©fjtOlsdo dzOkO

Audimls ds@e@o0O HO §BHHI oy O fsSHidme Odzj O J
jdzj Stetsdzded HBSEd3jdadsd d f jdzi Cltetsdzeded § sH
22O HBeo jtedlsj dzded BEMmdzzed o [ &, Csdlss It
ddW dydtcOdzdztepizg zlstetsdeded sy § sHi dMmd, Mmi ¢ dzO
fcOoddzO Si o5 { jEdkzOdjdels 4 910/ 2014,

A vtwee O HO BI HOIs Odz0 dzd L d tc O dzd Isj A dzd yd !
toj OdzdL JtcOdzj dz2O0 HtsHY Mo Odaj dzO j dzj € Is toc s dzdzed
qLyftsdzL oOdzy dz2O0 Java Ofdzjls dtejadls jHddf Isfjj HE
ddzhlsOdzdte©®ls Java Runti me, CObts s IssLd d
i o 3y Misd dssfls dz©@ ftetsyj MO dzO ftsHYdMme Odej M
vLO0OC OO tojOdzdL Oydw dtsyj HO BIi Hj M h jMmlse j

0o dLYdzL 8 Odzj dzO MlsOdzH Otclsdzd € i3 Saddj dzlsd M
2O cEttddlsjy EfmMdzsesdw, Ctdlsts MO ttOL OBt

Hi to) O dizOIsO© OH i3 dzd MistcOydw d MO HMisi
visLd HsSEZdRjdels j] fMi LHOHjdz 98 wORBCdl] dzO [ tetsotstc LO BJjLOI L
1.00200072C0 1 tsls 2 1. 03 . Z0slq7 cae Oy HiOWEy j SO dz0 Yy d 5 dz0 dzdzOls © L H te O 9 dzO
(L1 RigsOf 1 d JjlOf 2n Mm BJ dzj WdnyaQodglss ] @fLdadOmlsj] idadn Is o} dstdyj SO Is
M WJddOdzmMso OO sHSCtjfO dz0 [ jtcOdo dzO ftosctcORBO Af sBits
MstczClsktedzed WisdzgHts9 § .
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A

o ls 63151416
fSHHI Yy Odets tsls [ toy O dzg®@ Oc j daydivy teAf[ dzj C Is

ZOEdud) dzO0 kOSCde 0O Codfsdydlsd o =& tOded
foj gL sdL &0ls O sM@®ls d dgll jndstg gROBR] o

o dL f tsdzL 9 Odz] -dEOH A ddef cfd deslso stcj dz C BH, H s
tcOL f tesMistceOdzj dzd Is § BtcOkzL-i ) , ( BEGBYgb&Tr
OHOf Isd tc Odzad d ftSHHI Y Ols zded W d y d tc O dac
d &z Slstetsdedzed sy Y sHY M, dLHO9e Odzd tsls 7
He @209 jtod LO St02ded EMstes2Mlsoa ®© L O yjlsdd
fts MIsOdzH OtelsdL JteOdz 9 dzOydd tsdzO zdzOIs © dzts ts d
LO fsHfdmMoOdzy dLoi dz BtcOkZL I t60O;

o YytedL ddzsjctcOydw fm bkmdzked L O BGlsHOdz] yJ d
sls HtsMIsOe ydyd d&O HBe jtedlsj dzdzd Efmdzzed o

~

: m t 0 m X h e om't e c h o h * a e t

UtGWBE)(é)BJ'HH*J lftQTJHE)CfHJdZtS fr]’leLSOCiZJlSIS d*ZO<H1
MWk tedzOlsO EOEE@EEE] O &ZO dL ntHBJ®OW sH )
6 0 %, HESC Iz d3d dzls d tc O dzj 2O dLAtsHdadW CtsH, d
dzj ftoj € MdzOIsO ddzlsj ctcOYydw). (Continuous | nte

[Bh jflso jdzs HiBBBLGdE S 6] ftojHiMisOowls ddgWt
jdzj Sstetsdzdzad kMmdzzcd o Rdzlsjtedzjls, ItcWwBo O HO
MlsOdzH Otelsd L O odLEZOdZdL JteOdzj dzO i Hi toy Odad J§

~

o h a C O ee

~

m*'xheomt ) *et<'h*t<t
14 Md HsfEMEO Ml RteOdzj dzd J ss dzO § Otetsoflzd  dzO
d ol dzhdzd ¢ tslstejBdlsjdzd d O OCOkdzZsd L O HsM
dL f sdzL 9 Ols) o Wojdz odH. Il Mdusd f§Ottsdzd Ist
fsHatsHWh d Mdcektcdzd OdzetstcdIlsdzd ( dzOf tc. BCr yp
LO Ml AtcOdzj dzdy d2O § Otctsdzd -off Ofj H IstcsdiL 980 L

vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.0020002C0 1 s 21.03.,§r0t51q7L Gee O HiOElg J SO dzOy d s dzO dzdzOIs© L H e O 9 dzO

(11 Rg)s
fn WddzO

Of 1 d jlOf 24 f B dzj WdnuaQiodglss ff QfLdadapls]ldddn Is o Hdstssj SO s
Zhtso OO fsHSCtjfO dO [fjtcOlsdod® ftesctcOBO Af Bt

MlstolzS kzteded WisdzHtso | .
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s 64 51416
ftesL Oydzets StedflsdeOdzgj d2O HOdzded sy © wuva [ T

data-at-rest encryption).

A vtewBo®BimH] HtejHodHjdzO MmdMmlsj B0 L O jyJ Hdg
CjLjteodd SHEd¥ O HOdddlj, Ctdlsts HO
Jdzt tOMstebC st OO dz0@ fd s j BOIs O

Ali Mj HsfEMCO dL{ Skgm@ds) 415 cds@ EHS 10fs d j dz®
HEMisi Wffgzdl ¢ d

Al mdutdmidagaeded yd (ol Istoj " dadsfldi fydafs dzef ydztizls § &
stcewB9®O©®©® HO Bl HOIs HtsMis] fdzd JHddzMmlse j dats d M
stedfIsdtcOdzj Ists IstcwBo O HO fgd s PL Gl O dz®O Mg & ¢
dHj delsdydesmls (Verified I dentity), {§tLeotsdv
TLS 1.2, Ct2bts | qLHOHjdz tSIs EHsfMistoe jtedls]
Yyd Msts dqLisdzL 9 0dedlsy BteOkzLI toed (Microsoft |
EDGE, Mozilla Firefox dz0 wMmdzso dzdilsj f j tc®ar@F e mdmis
Windows, Androing, 10s). [ ¥ J EsH dzslsts ftoj dLHOoa Odzgy d &
Mjtesd¥WdS OO IstcWwBO®O® HO BIi HJj 9Cd yjdets €O
COtOdzydtsdzdzOIs© ffsHHtI ¥CO LO yJjdzdvw Miest dzO

A vsteweBoaO® HO B HOIs] fiffstwmel jtoh |j @zd MEc Zodetsls  dzO
MistcOdzed yqd, SOt BdddBzd yYyteijL OCoBHHdp®lsdL dtcC
LO dLfdle Odzj dzO i hipsi//MewieGsllabsjcandssldas)n.ls ( ©
dzlz >y H d Is %O Oolsj dadsdS Omal® WO sfd  fssfH o
s dzj 5] dels JcOdzj ss dz® ©B®©OI] d2 §tsCid i t
B OdzO dzind tc O dzj zO dzOIstseo Otco Odzj Ists, Cs2sts H (
MjedqW¥dSolsd Si & ol stejhddlsj ftoddtsyded M toe
(HjW%dddtcOdts o ftsyj NBdiEe])0F@deatds® O dzO
40 jBOKO LO ftsCMdLeOd) @O LOwWesCdlj Itews

Spoofing.
vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.0020002C0 1 sl 21. 03 . A 0sld7 cae Oy HOEE ] SO &0y d 5 dzO dzdzOls @ L Hts O dzO
(V1 Rg)poOf 1 d ikof 2f f s dal WidiyaQodglss ff QfLdadAyls)jidedh Is ol tdddy) SO Is
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A sOlsts otcj d3j dgdzg® BW LSO L O fi o dzj Mipls deegis figle Js j dz@
Reverse Proxy i tcoi tedlsy stcwB9o O HO B HC
MdmMs] IOBO f 5L o sdzv 9 O gL f sdzL 9 Odzj d , dzO ¢ d
fsHH] o OMJOdEY ftoslssCtsdz TLS 1. 1. vstso O (dli
dLdmMCoOdzdy L O W stedBOYdsdzdzO Mde kztcdzsMmis dzj
Mz jedzed Y tslstejBdlsjdzd Bls HI to)Y O dzOIsO OH d3(d d
sBh j Mis ekzifrpddz ¢ d Csdlsts dqdzOls Mz jBjdz HsMI
dmlsj B3OSO

Altd tOLGt hOdyj ss-dgzze hHd (NG b zSmr vices) Is
JLyftsdzLo O jHddMmlse jdes foslssStsdz HTTPS fmi M L
R dzd Bzdg TLS 1.2

AltcsctcOBdedW¥Ils CtsH IsteWw B9 O HEOBAIE (A dg® O @lpdsldsdiLdC
&ZzO 9 9 jqHOddIs] H O dzdzd d fsbktejBdlsj dzif¢ d
L zsdzOd3j toj dzd OIOC (), COIts d3ddzd dszdz S QL d dzy
f L0 d&@iksHd LO 0OlsOS¢d, d HO lkeétse OtcW
1 Ot HBOISO L O s jtcOIlsdo dzO i toddgizdn IsiyddstAndsdzt=in Isf

Alted ftesjCldieOdzjilsts d tOL tc OB thsINBGly @OH® d¢ s A3t
fsHEtSlss9aC OISO d t©OLGEtl hOdzgjlsts dz0 Mmtej HdIsj
f smdzy Hdzd Is OCIkzOdzdzed ftoj fstel € dzO OWASP
Security Project).

AvtvwBoa O HO BI H] JO CctOEfdz wifdgtzigds LdzO0 H j 2 ls o ¢
ofMdMmlsj BOEO oMwCs Hj2fMlsoadj (HBBOO WMz , dL
Ydlsjdzgj) btewBoa O HO MM HI ey O MdzjHdedIlsj OlstedB

0 zd S Odafsdgj tc;
o Isydstdej oBj dzO@ o L dzC o Odzj dzO@ M Bdldjlsts;

0 o W dztsdBj dz§ ZOkte® s dHjdsdW S Osted L O
vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.0020002C0 1 s 21.03.,§r0t51q7L Gee O HiOElg J SO dzOy d s dzO dzdzOIs© L H e O 9 dzO
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o ls 166 & 416
0 HO dzdzq O Jdzit steBOYJ s dedz® MdMmlsj O, S Hj

i Bdlsdd Ists;

o disj ddzd dHjdEsdW S Ot dz0 Cs&fsdg dls o
MdMmisj B8O, tjedmistedtcOd M) Bdlsd]Ists;

o fedstedlsjls;

o f dMOdePj Ml BdiIsdj Ists;

0 HOdzded® Tyl Bdld | sts.

A dmistetsdes iz yj MC slsts o toj d3j dzQfifds | Al o thighisy tdsatsj tals@d ONIL)
fteOodats doazd Isjodzduj Mt L dOyjdedj Mmj lydls
yofn, BJdkzlsO, MjCkdiO0  &JddmjSkzdio, dJL
flsOdzHn Otcls® 14 LSO 8601: 2006

A dfmstesdesdBd yj MSssts oatcjdsy LO kZHBMiste jtow o Odzj
ftcOodaeOYj dBfF Oddo O, LO Csdbts Mj dqLdmMCea O
stcwB9® O HO Bl H] EZHtMmistse jtoWwo Odets f) j dzj Clstetsdz
20| ZOdIPt OLHjdz 6 Bl (jedkzOdkjdals & 910/ 201
toj OdzdL JieOdzO W kdzeS ydsdzOdzdetsls L O § sk O 9o Odzj
otcj By, BlsetsoaOewhis O cEttededlsi bkfdzsedw, d
Emdzeed ddzd HI tey Oo j dz Btcc Odg, , tStsipdscdewe G disX
JLdMSC o OdzdwIsO .&zg@ RFC 3161

A uvtvBoa O HO BI HOIs fteise j Hj ded pelsejdids tests), LiP { tot
Codlsts HO MijyddOjsdsdiCisttd s Ol foosd &jfillso
fnd mis§ B3OIsO

AvsttwvBaO® HO BI HJ toj OdzdL JteOdzO W
fsHHt) yCO O OClkOdddls] fMlsOdH Ot

728" "c o T ©_aomt

-

ZdzC yd tsdzO dz
sd L O ddaW

vtsLd HBCERIdls j Mi LHOHjdz 9@ ttOBEdlsy dz2O0 [ seseoftste LO BjLOI L
1.0020002C0 1 s 21.03.,§r0t51q7L Gee O HiOElg J SO dzOy d s dzO dzdzOIs© L H e O 9 dzO
(L1 RgoOf 1 d Jlof 2d M BJdz;WLdHuanjadj,lstSﬂGﬁLdEdGﬁ}i&JJlsgsfnlsalmﬁdkﬂls
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7.2.8.1 o ‘ m ~ e Y "c oo T ~ a omt
Altd fs)Chfic@dR kO 0ls0 O MWk  6ddls,
fabtiedsj &S dlsj dqdisjwe¥j2fmd bewesO HO
Hshlsi f desmls &0 fslijedlj &nSdy ddlsjwWj2m L
2.0, f)i ko jlmlsoOh O | SO/ I EC 40500:2012;

~

AlmdusSd tjmMeted kteweoa O HD MOV 81&®)ls te@ dztf dzafl &
OHtejf (URL) . 14 M HBIEMCO dL f tsdzL 9 Odzj
Wstedzszdzwtc L O ftsHO9 Odey dzgj LOWoadzjdzedjy, LO G

AANzdS ydtsdzOdzdetsmisdlsj dz0 ftslstejBdlsj dziC v d dals g
HO Bl HOIs dzjL Ooadmddd st lisdojtfstsdsjed@fdsd]ls j d dasly
BtcOkzL tod d EkmMbtes2Mmise O, fttd bkmdksedj, ud
2O ftsHHEL SO0 s Mi slse jlsdzdIlsj ftetsdL otHdI ] dz
9l L d3tsy detsfls L O tiswsd]oidsdzi] dzHzO H EFipls iz fladgd Is gzO
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